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UNIT - 11

w0 InBterventiate following
gt Active attack and passive attack.
(vir Diftusion and confusion.
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(b) - Describe the follpwing trans. . oo rechaiques with suitable
example.
(1)  Vernam Cipher
(1)  Simple columnarTransposition Techmque.
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OR
2 (a) Draw the decryption process of tollowimg.
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(b) Explain International Data encryption Algorithm (IDEA) n
detail and also discuss the use of key shifting techmaque m 1A
10
OR
2 (a) How many keys are required for secure communication aniong
1000 person 1f. ;
1) Symmetric key encryption algorithm is used
(1) Asymmetric keykey encryption algorithm i1s used.
| 6
(h) Describe the DES (Data Encrvption Standard) algorithm in
detail.
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UNIT - 111

Describe the Diffie-Hellman key exchange algorithm in detail.
Also discuss the “Man in the middle attack” problem associated
with the algorthm.
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OR
Perform encryption and decryption using RSA algorithm.
P=3Q=11E (public key)=7
M (plain text) =5

Describe the tollowing scheme for distribution of
public keys :

1) Public key authority

(u) Public key certificate.

UNIT -1V

Describe the Digital signature. Show how signing and

verification is done using DSS (Digital Signature standard).
.
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(nve the difference between hash and message authentication
code.

4

OR

Explain MD5 Message digest algorithm withits logic and
compression function.

10
Write short note on :
(1) Two-way public key
(1) One-way public key
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LUNIT -V

¥ (1) Describe how PGP provide confidentiality and authentication
service for e-mail application.

o
(h)  Write short note on :
1) S/MIME
1) X.509 certificate
&
OR
5 Write short note on :
(1) Approaches for intrusion detection
(h)  Authentication Header. "
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