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B E /'B. Tech ( Full Tlme ) DEGREE END SEMESTER EXAMINATIONS APRIL / MAY 2014

Computer Sc1enoe and Engmeenng/lnformatlon Technology

Slxth Semester —

CS 9031 Cyber Fore_nsncs‘.

(Regulation 2008) - -
| ',Time’:_-A3;Hours_ R Answer ALL Questions . Max. Marks 100
| " PART-A (10 x 2 = 20 Marks) |

" Define thé term'cyber'forenS‘ics and distinguish it from network security. - .

NI

o

A
~List any four agendas for action in computer forensics- methods. .
3 - What is a registry- analysis? How it is useful in eyber forensies. '
4 4 What Is dlgltal eVIdence‘7 ‘What are the types of evrdence" What are the characterrstlcs
- of good evidence? . ~
- State and I'i'st t_he Qrde_r _of Vo!atility'of evidenCe o
What is network forensics? Ifa company wants to tap an employee is lt perrn1tted7
- Justify the de01510n wrth the relevant cyber law. '
What isa vxrus‘7 What are the types of v1ruses‘7 What is the mcrdent handlmg procedure
for handhng virus? -
o What is i'nformat,ion warfare? How is it different from conventionial warfare?

| g.. Answer the fo-l-lo'wing.

-‘-(i)" ‘A hacker contacts: you over phone or emall and attempts to acqulre your
password This is called as ------------- s o

A spoofing. = -
B)  phishing
©) " spamming

D) bugging
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- The phrase ' describes \/ir'uses, worms, Trojan horSes, attack applets, and
attack scripts. - ' S ' ' . :

o A) S malware =
'_B)‘ " spam
C) -~ phish" T
_-D)‘. ) : 'v-irus s

" List out '_and describe at least four surveillance tools.

Part—B (5 x 16 -=80'-ma'rks') .

1What is a wmdows art1fact‘7 How evrdence is collected ina wmdow system and how is
it preserved Explain with-an example. :

‘a) Explam how data backup and recovery is done in computer forensncs How is it

helpful in dlsaster management‘7

(OR)

' b) How Authentlcode works with VeriSign D)gllal D’S? DISCUSS in detall and explam

_how itis helpful in mamtammg the mtegnty ofthe evndence

a) 1. R"erad.,the roll'QWing p‘ass,age and give data _re‘cvovery _So'lution and jdstifyﬂit;.
- One and a nalf h{odrs before -tar(e~off,‘ a bdsinecswoman'e-laptop \rvas; returned
3 to her Aafre,r a roo_ti.ne maintenance checvk by her IT cileipar‘t_n'\en.t. ‘Itvcon‘tained
| her 'PowerP»o‘int:pr.es_entation._,- crucial to the- rnee.‘tin»g ..s'h'e Was naean{ to _be :

atten_ding.- W'hile r'ebooting' for a ﬁ,nal‘run—thr'ovug,h in the‘,dep'artu'ré_lounge, a :

;més,sage'appeared.Sayin‘g the boot sector was corrupt. | ) » S _(8)
‘ 2. .Explain the ste'ps.in"’Evidence'S'earc'h and Seizure”. . o (8)
(OR) o ' :

b) Read the fol!owmg passage and give data recovery solution and JUStlfy it '
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Case Study Companies who recyc]e thelr computers by selllng them on to
someone else will aim to erase all data on therr hard drive. However this
may not always be successful | ' ,
(1) Outhne how formattmg the disk. may not m fact achleve this aim.
“4) L o o o
(i1) O_utline the possible »effeots. on privacy if al.l of the data is not erased.

(4)

(B) DISCUSS the various approaches for network foren51cs scenarlos brleﬂy

®

List out the macro threats used for. sabotagmg in mformatron warfare Lrst out and

’ explam how it is used by governments to. sabotage the enemy ‘countries. .

: (OR)
List out the tactics of a terrorist and rogues? How those tactrcs can be countered9
Explam how hackers contro] tanks, planes and warshrp with an example

What is an encryptron° List out some ofthe encryptron algorlthms and explam its

“role in cyber forensics:

(OR)

‘Who is a hacker? What are his responsrblhtresq Expiam how a hackrng |s'
-performed in web pages. : ‘



